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1 Introduction

1.1 Purpose

This is a non-proprietary Cryptographic Module SéaguPolicy for the Barracuda Cryptographic Softedviodule
from Barracuda Inc.. It provides detailed inforratrelating to the Federal Information Processitan&ard (FIPS)
140-2 security requirements for conformance to sgcuevel 1, and instructions on how to run thedu in a
secure FIPS 140-2 approved mode.

2 Cryptographic Module Specification

The Barracuda Cryptographic Software Module is gptographic software library that provides fundataén
cryptographic functions for applications in Barrdausecurity products that use Barracuda OS v23ddrequire

FIPS 140-2 approved cryptographic functions. THESF140-2 validation of the Barracuda Cryptogra@uodtware

Module is comprised of thigps_crypto_module.o file.

2.1 Module Overview

The Barracuda Cryptographic Software Module is #wsoebased cryptographic module evaluated for use on
processors. Table provides a list of platforms, rafp@nal systems and processors on which the Badeac
Cryptographic Software Module was tested.

Hardware Test Operating System Processor Processor
Platforms Optimization
BNHWO002 Barracuda OSv2.34 Intel Xeon None
BNHWO008 Barracuda OSv2.34 Intel Xeon AES-NI
BNHWO003 Barracuda OSv2.3.4 AMD Opteron None
BNHWO003 Barracuda OSv2.3.4 AMD Opteron AESNI

Table 2-1: Tested Configurations

The logical cryptographic boundary of the moduléhis Barracuda Cryptographic Software Module dyrdibrary
(fips_crypto_module.o0). It is contained in the pbgs boundary of the general purpose computer (GHC)hich
the module resides.

Figure 2-1 describes the GPC physical boundaryBtmeacuda Cryptographic Software Module logicalitaary,
and their relationship.

Barracuda Cryptographic Software Module k(Barracuda
© Barracuda Inc. 2015 — This document may be reproduced only in its entirety including this Copyright Notice.
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1

General Purpose Computer— Physical Boundary

G T ]
: e " ]
Calling Application At Z’I‘I‘;"“ 1 Barracuda |
(out of scope for .~ ! Cryptographic Software |
validation) : Module |
‘ :
ST S, T___.

Cryptographic Module

Logical Bounda
System Calls & data 8 uncany

(out of scope for validation) System Calls

Figure 2-1: Logical Block Diagram

2.2 Security Levels

Per FIPS 140-2 terminology, the Barracuda CryptolgiaSoftware Module is multi-chip standalonenodule that
meets overall level FIPS 140-2 requirements. Table 2-2 lists the wadilich levels for each section of the Barracuda
Cryptographic Software Module:

Section Section Title Level
Cryptographic Module Specification 1

Cryptographic Module Ports and Interfages il

PO

Roles, Services, and Authentication

Finite State Model 1

Physical Security N/A

Operational Environment 1

Cryptographic Key Management 1
EMI/EMC 1
Self-tests 1

Ol Nl ||l W|DN|PF

Barracuda Cryptographic Software Module ‘1 Barracuda
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Section

Section Title

Level

10

Design Assurance

11

Mitigation of Other Attacks

N/A

Table 2-2: Security Level per FIPS 140-2

2.3 Modes of Operation

The Barracuda Cryptographic Software Module hay enlFIPS Approved mode of operation. The Barracuda
Cryptographic Software Module must be initializedhwthe FIPS_module_mode_on function. The Barracuda
Cryptographic Software Module will then operateanFIPS approved mode of operation. Once initializbée
Barracuda Cryptographic Software Module supporsiiPS Approved Algorithms listed in Table 2-3:

Algorithm Modes CAVS Cert
AES-128/192/256 ECB, CBC, CFB1, CFB8, CFB128, OEBR, CCM, CMAC, GCM, 3165
XTS
ECC CDH Component e P-224/256/384/521 414
e K-233//283/409/571
e B-233/283/409/57
DRBG . Hash 651
¢ HMAC
¢« CTR
DSA (FIPS 186-4) *  PQG Generate 911
0 (2048, 224): SHA-224/256/384/512
o0 (2048, 256): SHA-256/384/512
o (3072, 256): SHA-256/384/512
«  PQG Verify
0 (1024, 160) : SHA-1/224/256/384/512
0 (2048, 224): SHA-224/256/384/512
o0 (2048, 256): SHA-256/384/512
o (3072, 256): SHA-256/384/512
¢« Key Pair
o (2048, 224)
o (2048, 256)
o (3072, 256)
e Signature Generate
0 (2048, 224): SHA-224/256/384/512
o (2048, 256): SHA-224/256/384/512
o (3072, 256): SHA-224/256/384/512
¢ Signature Verify
0 (1024, 160): SHA-1/224/256/384/512
0 (2048, 224): SHA-1/224/256/384/512
0 (2048, 256): SHA-1/224/256/384/512
o (3072, 256): SHA-1/224/256/384/512
Barracuda Cryptographic Software Module L(Barraouda
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Algorithm Modes CAVS Cert

ECDSA (FIPS 186-4) e PKG Curves: 576
o P-224/256/384/521
o K-233//283/409/571
o B-233/283/409/571
¢ PKV Curves:
o (AllP, K and B curves)
e SigGen Curves with SHA-224/256/384/512:
o P-224/256/384/521
o K-233//283/409/571
o B-233/283/409/571
e SigVer Curves with SHA-1/224/256/384/512:
o P-224/256/384/521
o K-233//283/409/571
o B-233/283/409/571

HMAC SHA-1/224/256/384/51 199¢
RSA (FIPS 186-4) ¢ RSASSA-PKCS1_V1 5: 1603, 1690
o SigGen:
0 Mod 2048/3072 SHA-224/256/384/512
o SigVer:
0 Mod 1024/1536/2048/3072/4096 SHA-
1/224/256/384/512
* RSASSA-PSS:
o SigGen:
0 Mod 2048/3072 SHA-224/256/384/512
o SigVer:
0 Mod 1024/1536/2048/3072/4096 SHA-
1/224/256/384/512
SHA ¢ SHA-1 2618
¢ SHA-224
e SHA-256
+ SHA-384
¢ SHA-512
Triple-DES ¢ Encrypt: 3-Key: ECB/CBC/CFB1/CFB8/CFB64/OFB 1803

¢ Decrypt: 2-Key & 3-Key:
ECB/CBC/CFB1/CFB8/CFB64/OFB
¢ CMAC (Generation/Verificatior

Table 2-3: FIPS Approved Algorithms

In addition to the FIPS Approved algorithms, thedule also supports the non-approved but allowedDie-
Hellman (Shared Secret Computation) primitive, &®A Encrypt/Decrypt for key transport only (key wping;
key establishment methodology provides 112 or lig8df encryption strength). The FIPS 186-4 compl&SA
key generation function ®PS_rsa_generate_key_ex ().

The AES XTS mode is only to be used for storagdiegions. The Barracuda Cryptographic Software Med
does not support concurrent operators.

3 Module Ports and Interfaces

The physical ports of the module include thosehef GPC on which the module is executed, but arsidaithe
scope of the FIPS 140-2 validation. The logicatifece consists of a C language application prograerface
(API) through which consumers of the module’s ssggimay exact control, request status, or passrdaté. The

Barracuda Cryptographic Software Module L(Barraouda
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FIPS 140-2 interfaces are described in Table 3IRSFL40-2 Logical Interfaces. The Barracuda Crygaphic
Software Module API documentation includes allitifguts, outputs, control, and status parameters.

FIPS 140-2 L ogical I nterface Implementation

Data Input C-language API with stack and registput parameters
Data Output C-language API with stack and registeput parameters
Control Input C-language API with stack and registantrol parameters
Status Output C-language API with stack and regs&tgus parameters
Power Interface N/A

Table 3-1: FIPS 140-2 Logical Interfaces

4 Roles, Services, and Authentication

The Barracuda Cryptographic Software Module operatdy in FIPS Approved mode and supports operators
either a Crypto-Officer (CO) role or User role. ihitialize the cryptographic functions and selantoperational
role, the consumer of the module supplies a praedf password identifying the desired role to the
FIPS_module_mode_on () API. As the operator tisasithe FIPS module is a software program/appicathe
pre-defined password of the required role may belseng the application compile time.

The crypto-officer password is 36 characters inglenand the user password is 33 characters inHendte
probability of a random successful authenticatitierapt is2~®*3%) for the crypto-officer and i2~(¢*33) for the
user. As the operator is a software applicatiod #@nis expected to have the password at the agifwic
compiletime, failure to provide a valid passwordrisated as a module level error and will resulthie module
entering an error state, which can be cleared bglyterminating and restarting the offending appiama The
password is not entered manually, but passed asaangter in an API call by the calling applicatibtence, there
will be only one attempt and it is required to treavalid password as module level error. The medibes not
allow for multiple authentication attempts. Sinte terror state can be cleared by power cyclingntioelule, it
would be possible to make one authentication attgmep second and restart the module per attempis BO
attempts per minute could be made. However sineeptiobability of guessing the password per attehgs
probability 1 in 2" (8*36), it is clear that 60* {4 2" (8*36)) is much less than 1 in 100,000.

The module provides the services listed in Table Both the CO and the User roles have full reaitewexecute,
and zeroize access to all services.

Barracuda Cryptographic Software Module k(Barracuda
© Barracuda Inc. 2015 — This document may be reproduced only in its entirety including this Copyright Notice.

page 5



Barracuda Non-Proprietary Security Policy, Version 1.7

October 16, 2015

Service

Standard

Roles

Description

CSPs & Public
Keys

API

AES-128/192/256
Encrypt/Decrypt (Modeg
CBC, CFB1, CFB128,
CFB8, CTR, ECB, GCM
OFB)

AES-128/256
Encrypt/Decrypt (Mode
XTS)

FIPS 197
'SP 800-38A

SP 800-38D (GCM)
\SP 800-38E (XTS)

User/CO

Symmetric
Encryption/
Decryption using the
AES encryption
Standard

AES
Encrypt/Decrypt
Key (all modes),
Generate/Verify
key (GCM)

FIPS_evp_aes_128_chc()
FIPS_evp_aes_128 cfbl()
FIPS evp_aes_ 128 cfb128()
FIPS_evp_aes_128 cfb8()
FIPS_evp_aes_128 ctr()
FIPS_evp_aes_128_ech()
FIPS _evp_aes_128_gcm()
FIPS_evp_aes_128_ofh()
FIPS_evp_aes_128 xts()
FIPS_evp_aes_192_cbc()
FIPS_evp_aes_192_cfbl()
FIPS_evp_aes_192_cfb128()
FIPS_evp_aes_192_cfbh8()
FIPS_evp_aes_192_ctr()
FIPS_evp_aes_192_ecb()
FIPS_evp_aes_192_gcm()
FIPS_evp_aes_192_ofb()
FIPS_evp_aes_256_cbc()
FIPS_evp_aes_256_cfbl()
FIPS_evp_aes_256_cfh128()
FIPS_evp_aes_256_cfb8()
FIPS_evp_aes_256_ctr()
FIPS_evp_aes_256_ech()
FIPS_evp_aes_256_gcm()
FIPS_evp_aes_256_ofb()
FIPS_evp_aes_256_xts()

Triple-DES Encrypt
(Modes CBC, CFB1,
CFB64, CFB8, ECB,
OFB)

SP 800-67

User/CO

Symmetric
Encryption using the
Triple-DES
encryption Standard

Triple-DES Keys
Three-key:
K1!1=K2!=K3!=
K1

FIPS_evp_des_ede3()
FIPS_evp_des_ede3_cbc()
FIPS_evp_des_ede3 cfbl()
FIPS_evp_des_ede3_cfb64()
FIPS_evp_des_ede3_cfb8()
FIPS_evp_des_ede3_ech()
FIPS_evp_des_ede3_ofh()

L( Barracuda

Barracuda Cryptographic Software Module
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)

signature verificatio

Service Standard Roles Description CSPs & Public API
Keys
Triple-DES Decrypt SP 800-67 User/CO| Symmetric Triple-DES Keys |FIPS_evp_des_ede3()
(Modes CBC, CFB1, Decryption using the| Three-key: FIPS_evp_des_ede3_chc()
CFB64, CFBS, ECB, Triple-DES K1!=K2!=K3!= |FIPS_evp_des_ede3_cfbl()
OFB) encryption Standard | K1 FIPS_evp_des_ede3 cfb64()
FIPS_evp_des_ede3_cfb8()
Two-Key: FIPS_evp_des_ede3_ech()
K1!=K2!=K3 = |FIPS_evp_des_ede3_ofh()
K1 (Legacy use
only)
DSA Signature FIPS 186-4 User/CO| Verify a signed DSA Public FIPS_dsa_verify()
Verification message using DSA| signature FIPS_dsa_verify_ctx()
verification key FIPS_dsa_verify_digest()
DSA Generate Domain | FIPS 186-4 User/CO| L>=2048, N=256 |public domain FIPS_dsa_generate_parameters_ex
Parameters with SHA256 parameters
DSA-2048/3072 FIPS 186-4 User/CO| Generate 2048 or | DSA Private/Publig FIPS_dsa_generate_key()
Generate Key Pair 3072 bit DSA key Keys
pair
DSA Sign FIPS 186-4 User/CO  Sign a message usiriyate Key FIPS_dsa_sign()
DSA provided by calling| FIPS_dsa_sign_ctx()
application FIPS_dsa_sign_digest()
RSA Signature FIPS 186-4 User/CO| Verify an RSA 1024RSA Signature FIPS_rsa_verify()
Verification 2048 or 3072 bit RSAVerification Public | FIPS_rsa_verify_ctx()
key signature. Based Key FIPS_rsa_verify_digest()
on PKCS#1 v1.5 or
PSS
RSA Generate Key Pair| FIPS 186-4 User/CO  Geng&fx8 or RSA Private/Publig FIPS_rsa_generate_key_ex()
3072 bit RSA key |Keys
pair. Based on ANSI
X9.31
RSA Private Key FIPS 186-4 User/CO| Used for digital RSA Private Key |FIPS_rsa_private_encrypt()
Encryp signatur
RSA Public Key Decrypt FIPS 186-4 User/CO| Used for digital RSA Public Key FIPS_rsa_public_decrypt()

Barracuda Cryptographic Software Module
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Service Standard Roles Description CSPs & Public API
Keys
RSA Sign FIPS 186-4 User/CQ Generate 2048, 30REA Private FIPS_rsa_sign()
bit RSA signature. | Signature FIPS_rsa_sign_ctx()
Based on PKCS#1 | Generation Key |FIPS_rsa_sign_digest()
v1l.5 or PS
ECDSA Signature FIPS 186-4 User/CO| Verify message |ECDSA Public FIPS_ecdsa_verify()
Verification signature (uses all | Signature FIPS_ecdsa_verify_ctx()
SHA sizes including | Verification Key
SHA-1 for legacy
use
Generate Shared Secref SP 800-56A Section User/CO | Generate Shared |Shared Secret ECDH_compute_key()
(ECC CDH Primitive) |5.7.1.2 Secret (KAS
component).
Allows only NIST
recommended B, K
and P curves.
EC Generate Key Pair FIPS 186-4 User/CO  Allows dIST EC Private Key EC_KEY_generate_key()
recommended B, K
and P curves.
ECDSA Sign FIPS 186-4 User/CQ  Sign message ECD8Ater |FIPS_ecdsa_sign()
Signature FIPS_ecdsa_sign_ctx()
Generatio Key
SHA-1/224/256/384/512 FIPS 180-4 User/CO | Generate a hash validone FIPS_digestinit()
based on the Secure FIPS_digestupdate()
Hash Standard (SHS) FIPS_digestfinal()
FIPS_evp_shal()
FIPS_evp_sha224()
FIPS_evp_sha256()
FIPS_evp_sha384()
FIPS_evp_sha512()

Barracuda Cryptographic Software Module ‘1 Barracuda
© Barracuda Inc. 2015 — This document may be reproduced only in its entirety including this Copyright Notice.
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Service Standard Roles Description CSPs & Public API
Keys
HMAC-SHA- FIPS 198-1 User/CO | Generate HMAC- |HMAC Key FIPS_hmac_init()
1/224/256/384/512 SHA FIPS_hmac_init_ex()
FIPS_evp_shal()
FIPS_evp_sha224()
FIPS_evp_sha256()
FIPS_evp_sha384()
FIPS _evp_st512%()
CMAC AES- SP 800-38B User/CO| Generate CMAC WIthES FIPS_cmac_init()
128/192/256 AES Generate/Verify | FIPS_cmac_update()
Key FIPS_cmac_final()
FIPS_evp_aes_128_ cbc()
FIPS_evp_aes_192_ cbc()
FIPS_evp_aes_256_cbc()
CMAC Triple-DES SP 800-38B User/CQ  Generate CMAGWTriple-DES Keys | FIPS_cmac_init()
Triple-DES Three-key: FIPS_cmac_update()
K1!=K2!=K3!= |FIPS_cmac_final()
K1 FIPS_evp_des_ede3_ct
CCM AES-128/192/256| SP 800-38C User/CO  Generate @@M | AES FIPS_cipherinit()
AES Encrypt/Decrypt | FIPS_cipher()
Key EVP_aes_128 ccm()
EVP_aes_192 ccm()
EVP_aes_256_cc()
Reseed DRBG SP 800-90A User/CO Reseed the DRB@/, Key, and drbg_ctr_reseed()
from a NDRBG entropy input for | drbg_hash_reseed()
HMAC and CTR |drbg_hmac_reseed()
DRBG; V, Cand |FIPS_drbg_reseed()
entropy input for | FIPS_drbg_set_reseed_interval()
Hash DRBC(
Get security strength SP800-57, Table 2 User/CO vigkes the security| None FIPS_drbg_get_strength()
strength of the DRBG
based on the strength
of the underlying
DRBG mechanisi
Barracuda Cryptographic Software Module ‘1 Barracuda
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Service Standard Roles Description CSPs & Public API
Keys

Generate Random Bits; | SP 800-90A User/CO| Generate Random| Returned FIPS_rand_bytes()

Generate Symmetric Kely Bits as defined in Symmetric Key FIPS_drbg_generate()
SP800-90A. (depends on usage);

Supported options: |V, Key, and
Hash DRBG, HMAC | entropy input for
DRBG, no reseed, |HMAC and CTR
CTR DRBG (AES), |DRBG;V, C and
no derivation entropy input for
function. Prediction |Hash DRBG.
Resistance supported

for all options.

Initialization & Operator User/CO | Prepare the module| Pre-calculated FIPS_module_mode_on(password)

Authorization for use in FIPS HMAC-SHA-1's
approved mode for |for CO and User
the role associated |role authentications
with “password”

Status / Version User/CO| Retrieve the currenNone FIPS_module_mode()
status of the module FIPS_incore_fingerprint()
or version FIPS_module_version()
informatior FIPS_module_version_tex

Zeroize User/CO | Zeroize the CSP’s oV, Key, and fips_drbg_uninstantiate()
an algorithm. All entropy input for | fips_drbg_free()
symmetric and publi¢ HMAC and CTR
key Encrypt/Decrypt | DRBG; V, C and
algorithms are entropy input for
automatically Hash DRBG;
zeroized when the | Symmetric keys;
associated context i§ Pubic /Private Key$
released. The DRBG
CSP’s may be
zeroized by
uninstantiating the
DRBG or via the
fips_drbg_free
function.

Module L( Barracuda
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test (using HMAC-
SHA256) and
algorithm self-tests.
These are always
performed at power-
on and may
optionally be run on -
demand.

Service Standard Roles Description CSPs & Public API
Keys
Self-Test User/CO | Performs integrity | None FIPS_selftest()

FIPS_selftest_shal()
FIPS_selftest_aes_ccm()
FIPS_selftest_aes_gcm()
FIPS_selftest_aes_xts()
FIPS_selftest_aes()
FIPS_selftest_des()
FIPS_selftest_rsa()
FIPS_selftest_dsa()
FIPS_selftest_ecdsa()
FIPS_selftest_ecdh()
FIPS_drbg_stick()
FIPS_selftest_hmac()
FIPS_selftest_drbg()
FIPS_selftest_drbg_all()
FIPS_selftest_cmac()
FIPS_check_incore_fingerprint()

Barracuda Cryptographic Software Module
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Service Reference Roles Description CSPs API
RSA Public Key Encrypt/ [IGD.9 User/CO| Used to RSA Private Key, | FIPS_rsa_private_decrypt()
Private Key Decrypt encrypt/decrypt key | Wrapped Key FIPS_rsa_public_encrypt()
material for key
transport
EC Diffie-Hellman (Shared |IG D.8, Scenario 6 User/CQO Calculate the sharedCalculated Shared ECDH_compute_key()
Secret Computation) Primitivie secret. The Secret

ECDH_compute_key
() function is same as
listed in Table 4-1. Buf
this entry is for non-
Approved (non
complaint with SP
800-56A) primitive
only.

Table 4-2: Non-FIPS Approved but Allowed Cryptographic Functions

Barracuda Cryptographic Software Module ‘1 Barracuda
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5 Physical Security

The physical security requiremends not apply to the Barracuda Cryptographic Sofewitodule because the
module is a FIPS 140-2 Level 1 software modulethedphysical security is provided by the host pliatf.

6 Operational Environment

The module operates on a General Purpose Com@bsiRaL)( which is a modifiable operating system. Thaduabe
was tested on the platforms defined in Table 2-1.

The operating systems on the platforms tested gatgeeach process into a separate process spade lhgically
separated from all other processes. The modulealldws for single user operation in that each n@dunction is
processed in the process space of the callingegtiglh (operator).

7 Cryptographic Key Management
7.1 Critical Security Parameters (CSPs)

Table 7-1 contains a list of keys/CSPs used imtbeule. Sections 7.2-7.4 describe the generatiatny,estorage,
output and zeroization of the keys/CSPs used imthaule.

CSP Description
AES EDK (Encrypt/Decrypt Key), CMAC, GCM, XTS AES Encrypt/Decrypt Key (all modes),
Generate/Verify key (CMAC, GCM)
Triple-DES Symmetric Keys Triple-DES Keys Three-key: K1 1= K2 1= K3 1= K1

Two-Key: K1 != K2 I= K3 = K1 (Legacy use only)
CMAC Generate/Verify Key

DSA Sign/Verify Keys Public domain parameters
DSA Private/Public Keys
RSA Sign/Verify, Encrypt/Decrypt Keys RSA Private/Public Key
ECDSA Sign/Verify Keys ECDSA Signature Keys
ECC CDH Shared Secret Shared Secret used to derive keying material
EC Public/Private Key Elliptic Curve Private/Public keys
HMAC Key Message Authentication Code Key.

The HMAC key size can be less than the block size,
equal to the block size or greater than the block size. The
HMAC key must have at least 112 bits of security strength
to meet FIPS 140-2 requirements

DRBG State V, Key and entropy input for HMAC and CTR DRBG,
V, C and entropy input for Hash DRBG

CO Auth Digest Digest for Crypto Officer authentication

User Auth Digest Digest for User authentication

Table 7-1: Module CSPs

7.2 Key Generation

The module supports generation of Elliptic Curv&§AR DSA key pairs and symmetric keys using an apgio
SP800-90A DRBG. Table 4-1 identifies keys generatethe module.

Barracuda Cryptographic Software Module L(Barraouda
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Keys are generated from the output of an SP800e®@ptiant random bit generator (DRBG). The entropguit
provided to the DRBG originates in the NDRBG of ghatform.

No assurance of the minimum strength of generatgd.k

In the event Module power is lost and restoredctiding application must ensure that any AES-GCMskesed for
encryption or decryption are re-distributed.

IG D.8 Scenario 5 requires compliance with one orerof the key agreement primitives specified in8BB-56A.
Domain parameters and key sizes shall conform t8@P56A. A CVL algorithm validation certificatefa DLC
primitive is required (See CVL cert. #414)

7.3 Key Entry, Storage, Output

No keys are persisted by the module beyond thenfliteof the API call, except the DRBG CSPs. All &éeying
material is entered into the module from the coriegrapplication (i.e. “operator”) as plaintext pasgters in RAM
to API functions. Keys/keying material originateghin the physical boundary of the module and i$ ootput
outside the physical boundary.

7.4 Zeroization

Temporarily stored keys and keying material ar@ized automatically by the API functions when coetpl CSPs
related to random number functions (identified iable 7-1) may be zeroized via explicit functionlsal The
operating system protects system memory and prepese from access by unauthorized users.

CSPs, secret and private keys that are used b&Rhéunction are stored temporarily in RAM durinfgetfunction
process. The zeroization is performed by each ARttion, which calls the function OPENSSL_cleanstha end
of the process. The OPENSSL_cleanse function oviesvthe memory space with pseudorandom valuesatieat
produced based on the address of the buffer theging zeroized and an internal counter.

7.5 Entropy

Module users (the calling applications) shall us&rapy sources that meet the security strengthiredjfor the
random number generation mechanism. This entropyplied by means of callback functions. Thosections
must return an error if the minimum entropy stréncannot be met.

8 EMI/EMC

The module is a software module and was testedtamdard GPC platforms that meet thpplicable Federal
Communication Commission (FCC) Electromagneticrfetence (EMI) and Electromagnetic CompatibilityME)
requirements for business use as defined in SuBpaffCC Part 15.

9 Self-Tests

The Barracuda Cryptographic Software Module perfothre required suite of self-tests upon initiala@atof the
module. The self-tests are performed automaticaiiyhout operator intervention. The following selfsts are
performed:

Self Tests:
o Software integrity KAT: HMAC-SHA256
0 SHA-1
o HMAC- SHA1 KAT
0 HMAC- SHA224 KAT
Barracuda Cryptographic Software Module k(Barracuda
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HMAC- SHA256 KAT
HMAC- SHA384 KAT
HMAC- SHA512 KAT
AES KAT: ECB mode, Encrypt, 128-bit
AES KAT: ECB mode, Decrypt, 128-bit
AES CCM KAT: Encrypt, 192-bit
AES CCM KAT: Decrypt, 192-bit
AES GCM KAT: Encrypt, 256-bit
AES GCM KAT: Decrypt, 256-bit
XTS-AES KAT: Encrypt, 128,256
XTS-AES KAT: Decrypt, 128,256
AES CMAC KAT: CBC mode, sign, 128,192,256
AES CMAC KAT: CBC mode, verify, 128,192,256
Triple-DES KAT: ECB mode, Encrypt, 3-key
Triple-DES KAT: ECB mode, Decrypt, 3-key
Triple-DES CMAC KAT: CBC mode, generate, 3-key
Triple-DES CMAC KAT: CBC mode, verify, 3-key
RSA KAT: sign, 2048 bit, SHA256
RSA KAT: verify, 2048 bit, SHA256
DSA Pairwise Consistency: sign, 2048 bit, SHA384
DSA Pairwise Consistency: verify, 2048 bit, SHA384
DRBG SP800-90:
= CTR_DRBG: AES 256-bit, with and without derivatibmction
= HASH_DRBG: SHA256
= HMAC_DRBG: SHA256
0 ECDSA Pairwise Consistency: KeyGen, sign, P-22238-and SHA512
ECDSA Pairwise Consistency: KeyGen, verify, P-224€33 and SHA512
0 ECC CDH KAT: Shared secret calculation per seciiohl.2 of SP800-56A, 1G 9.6

OO0 000000000000 O0DO0ODOO0OO0OO0OO0

(@)

The module also implements the following conditicteats:

Conditional Self-test

o DRBG SP800-90 continuous test
DSA: Pairwise Consistency test on each generafiankey pair
RSA: Pairwise Consistency test on each generafiarkey pair
ECDSA: Pairwise Consistency test on each generafiarkey pair
NDRBG: continuous test

O O O0o0Oo

The module will enter an error state if any of ffedf-tests fail and an internal flag is set to grevany subsequent
requests for cryptographic functions. The modulestthe power cycled to remove it from the errorest&nce
power cycled the self-test will be run upon initation. If all tests pass the module will moveoi@n operational
state. If any of the self-test fails the modulel wibve back to the error state.

The operator can perform the self-tests on demgrnivoking the FIPS_selftest () function.

10 Design Assurance

Barracuda uses Git for configuration managemerstoofce code and documentation. All module sourcke @nd
documentation is maintained on a server that eriatl to Barracuda. Git maintains a history ofchlhnges made to
documents and source code.

Barracuda Cryptographic Software Module k(Barracuda
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The Barracuda Cryptographic Software Module isuse inside of Barracuda products. The module isharp
object module and is only distributed to the Baude development team as the FIPS 140-2 validated
fips_crypto_module.o binary object. The module code has a computed BMFHA-256 embedded in it for the
software integrity test. If there are any changethé module or the HMAC SHA-256 the software imitygest will

fail. The Barracuda development teams work in se@mnvironments with controlled access. The moduote the
host application are installed on one of the opamat environments listed in Table 2-1.

11 Mitigation of Other Attacks

This module was not designed to mitigate any sjweaifacks outside the scope of the FIPS 140-2ireapents.

12 Crypto-Officer and User Guidance

The calling application is the operator (cryptoic#f or user depending on the password suppliedheimodule.
The Barracuda Cryptographic Software Module isugg on a GPC. It is the responsibility of the ogllapplication
to secure any keys or CSPs passed outside of ¢fimaldooundary of the module, to the calling apgdiicn. The
module does not provide any persistent storageys kr CSPs.

Barracuda Cryptographic Software Module k(Barracuda
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Acronym Definition
AES Advanced Encryption Standard
API Application Program Interfar
CBC Cipher Block Chaining
CFB Cipher Feedback
CO Cryptographic Office
CMAC Cryptographic Message Authentication C
CSP Critical Security Parameter
CTR Counter
DES Data Encryption Scher
DRBG Deterministic Random Bit Generator
DSA Digital Signature Algorithm
EC Elliptic Curve
ECB Electronic Codebook
EMC Electromagnetic Compatibility
ECC CDF Elliptic Curve Cryptography Cofactor Dift-Hellmar
ECDSA Elliptic Curve Digital Signature Algorithm
EDK Encrypt Decrypt Key
EMI Electromagnetic Interferen
FCC Federal Communications Commiss
FIPS Federal Information Processing Standard
GCM Galois Counter Mode
GPC General Purpose CompL
HMAC Keyed-Hash Message Authentication Code
KAS Key Agreement Scheme
KAT Known Answer Tes
NDRBG Non-Deterministic Random Bit Genera
OFB Output Feedback
0os Operating Syste
PKCs Public Key Cryptography Stand:
PKG Public Key (Q) Generation
PKV Public Key (Q) Validation
PQC DSA parameters P, Q anc
PSS Probabilistic Signature Scheme
RAM Random Access Memory

Barracuda Cryptographic Software Module L(Barraouda
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Acronym

Definition

RNG

Random Number Genera

RSA

Rivest, Shamir and Adleman Algorithm

RSASSA

RSA Signature Scheme with Appendix

SHA

Secure Hash Algorithm

Triple-DES

Triple-DES

XEX

XOR Encrypt XOR

XOR

Exclusive OF

XTS

XEX Tweakable Block Cipher with Cipher text &tiag

Barracuda Cryptographic Software Module
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