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O Introduction

0.1 Purpose

This is a non-proprietary Cryptographic Module SéguPolicy for the eToken PRO (PCB version 4.28)oken
PRO HD (PCB version 4.28), eToken NG-OTP (PCB werst.25), and eToken NG-FLASH (PCB version 4.27,
storage capability 128 MB, 512 MB, and 1 GB) frorfaddin Knowledge Systems, Ltd. All models use Aliad
firmware version 2.7 which runs on the CardOS 4Qerating System. This Security Policy describew the
eToken PRO, eToken PRO HD, eToken NG-OTP, and eThka-FLASH meet the security requirements of FIPS
140-2 and how to run the module in a secure FIRB2lrhode. This policy was prepared as part oLtheel 2 and

3 FIPS 140-2 validations of the modules. Notic ®CB stands for Printed Circuit Board.

FIPS 140-2 (Federal Information Processing StarddaRiiblication 140-2 —Security Requirements for
Cryptographic Modulésdetails the U.S. Government requirements for tographic modules. More information
about the FIPS 140-2 standard and validation progis available on the National Institute of Stami$aand
Technology (NIST) Cryptographic Module ValidatioroBram (CMVP) website ahittp://csrc.nist.gov/cryptval/

The eToken PRO, eToken PRO HD, eToken NG-OTP, aioten NG-FLASH are referred to in this document as
the eTokens, the cryptographic modules, or the esdu

0.2 References

This document deals only with operations and cdiiai of the module in the technical terms of &%1140-2
cryptographic module security policy. More infottina is available on the module from the followisgurces:

e The Aladdin website (http://www.aladdin.com/) cdngainformation on the full line of products from
Aladdin.

« The CMVP websiteHttp://csrc.nist.gov/cryptvdlicontains contact information for answers to téchnor
sales-related questions for the module.

0.3 Document Organization

The Security Policy document is one document inRSFL40-2 Submission Package. In addition to thiuchent,
the Submission Package contains:

* Vendor Evidence document
» Finite State Machine
» Other supporting documentation as additional reieze

This Security Policy and the other validation sutsiin documentation were produced by Corsec Sgculmit.
under contract to Aladdin. With the exception lniEtNon-Proprietary Security Policy, the FIPS 140&idation
Documentation is proprietary to Aladdin and is askeble only under appropriate non-disclosure ageatsn For
access to these documents, please contact Aladdin.
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1 eToken PRO, eToken PRO HD, eToken NG-OTP, and eToke
NG-FLASH

1.1 Overview

The eToken product offering provides a robust dexilile framework for integration with many of tods leading
security solutions, providing a solution for stroagthentication and password management needs. eTdieen

provides a complete set of easy-to-use passworcgeanent applications with it that enable the usesecurely
store and manage all of their logon credentialsacsingle eToken device. Users no longer need reemeber
numerous passwords for all of their applications accounts - just the single eToken password.

Strong Authentication & Password Management

IDENTITY &
SECURITY APPLICATIONS TOKEN

MANAGEMENT

Management
Utilities

VeriSign
Connackor

Met Logan
Connector

PHCE#12
Connedor
ISMA
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Figure 1 - eToken Product Offering

The eToken works with a variety of third-party apgtions from leading security companies, provideipken
security in the following areas and more:

» Boot protection

» Disk & file/folder encryption

e Public Key Infrastructure (PKI)

« Email protection

» Single sign-on

» Virtual Private Network (VPN) remote access
*  Web & web-based remote access

* Network/workstation logon
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Figure 2 - eToken PRO/PRO HD (PCB version 4.28)

The eToken PRO and eToken PRO HD’s secure, on-bB&& 1024-bit and 2048-bit key operations enable
seamless integration into Public Key Infrastruct{ifKl) architectures. The eToken PRO and eToke® P can
generate and store users’ personal credentiall, asi@rivate keys, passwords and digital certéisatnside the
protected environment of the smartcard chip itsélers’ private keys never leave the module. &heken PRO
and eToken PRO HD USB devices offer both two-faatw two-way authentication, using advanced cryaiplgic
smartcard technology.

Figure 3 - eToken NG-OTP (PCB version 2.25)

The Aladdin eToken NG-OTP is a hybrid Universali@eBus (USB) and One-Time Password (OTP) eTokEne
eToken combines the full functionality of the snoartl technology - including PKI encryption and tigisigning,
secure credential storage, and more - with OTPntdolgy for strong user authentication to networkorgces in
detached mode.

Figure 4 - eToken NG-FLASH (PCB version 4.27)

The Aladdin eToken NG-FLASH provides complete secaccess and a portable data storage solutiorsiimgée
token. The eToken NG-FLASH combines the high dgcof a smartcard based USB authentication dewviite
the benefits of flash memory. It enables secucessto networks and applications, secure onlaressictions, data
encryption, Personal Computer (PC) boot protectseeure credential storage, mobile mass data stoaamgl more
—all in one compact USB token.

The eToken PRO, eToken PRO HD, eToken NG-OTP, @io#fen NG-FLASH are validated at the following FIPS
140-2 Section levels:
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Table 1- Security Level Per FIPS 140-2 Section

Section Section Title Level for eToken Level for eToken Level for eToken Level for eToken
PRO 4.28 (32K PRO HD 4.28 (32K NG-OTP 2.25 (32K NG-FLASH 4.27
and 64K) and 64K) and 64K) (32K)
1 Cryptographic Module Specification 3 3 3 3
2 Cryptographic Module Ports and Interfaces 2 3 2 2
3 Roles, Services, and Authentication 3 3 3 3
4 Finite State Model 2 3 2 2
5 Physical Security 2 3 2 2
6 Operational Environment N/A N/A N/A N/A
7 Cryptographic Key Management 2 3 2 2
8 Electromagnetic Interference (EMI) / 3 3 3 3
Electromagnetic Compatibility (EMC)
9 Self-Tests 2 3 2 2
10 | Design Assurance 3 3 3 3
11 | Mitigation of Other Attacks N/A N/A N/A N/A

1.2 Module Interfaces

The eToken PRO, eToken PRO HD, eToken NG-OTP, @ao#ten NG-FLASH are multi-chip standalone modules.
The cryptographic boundaries of the eToken PROkei®RO HD, eToken NG-OTP, and eToken NG-FLASH are

defined by their hard, opaque, tamper-evident cases

Data input and output utilizing the authenticatfanctionalities of the modules enter and exit thedoies through
the USB port. The eToken NG-OTP has a Liquid GdyBtisplay (LCD) screen which is used to displayada
Control input consists of all the input that isexed into the modules by a Crypto-Officer via th8BJport. The
button on the eToken NG-OTP is also a control inphich is used to start calculating OTP data. Thght
Emitting Diodes (LEDs) are used to display theustatf the device. Operating power for the crypapiiic modules
is also provided by the USB port.

All of these physical interfaces are separated latpcal interfaces defined by FIPS 140-2, as dbedrin the
following table:

Table 2- FIPS 140-2 Logical Interfaces

FIPS 140-2 eToken PRO, eToken PRO HD, eToken NG-OTF,

Logical Interface and eToken NG-FLASH Port/Interface
Data Input USB
Data Output USB, LCD (eToken NG-OTP only)

Control Input USB, Button (eToken NG-OTP only)

Status Output USB, LED
Power USB
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1.3 Roles and Services

The module supports identity-based authenticatibnere are three roles in the module that operaens assume:
a Provider Role, a Crypto-Officer role, and a Usde.

1.3.1 Provider's Role

The Provider initializes the module by issuing tNETIALIZE EEPROM and PERSONALIZE commands. With
these commands the StartKey and PackagelLoadKdgaded into the module. At this phase of the lifde, the
Provider installs the certificate for the root Gfesate Authority (CA) into the module and a RSAykeair is
generated by the module. The module is then liziéid into the FIPS mode of operation and functiities are
enabled for licensed packages. A package cantbherdicensed or non-licensed packages. A licemmekage
must also be loaded and activated with the Packaayi{ey, but its functionality will not be availableecause the
package is still disabled. In order to enableltiaeled and activated but disabled package, theagackust first be
enabled via the ENABLE PACKAGE command. The fdw@ttta specific package is a licensed or non-licgise
maintained in the CardOS V4.2B Packages and Reldafss.

The Provider role is not authenticated becausepleeation is done in a factory environment andntieglule is not
ready to provide any services. Descriptions ofsivices available to the Provider role are predith the Table 3
with all Critical Security Parameters (CSPs) andoamted access controls. Provider inputs commuaitial
appropriate parameters to access the serviceg ofitidule and the module outputs the command respons

Table 3- Mapping of Provider’'s Services to Inputs, Outputs CSPs, and Type of Access

Service Description CSP and Type of Access
ALLOCATE TRANSACTION |Allocates or frees a transaction buffer None
BUFFER
CARD AUTHENTICATE Checks a card’s authenticity before personalizatides None
place.
CHANGE SYSTEM KEY Replaces a system key. StartKeyrite
CREATE FILE Creates a child-file of the current xzded File (DF). None
DELETE FILE Deletes the file referenced by the Fil2. None
ENABLE PACKAGE Enables an already loaded and at#ivdout still disabled | PackagelLoadKey — Read
license package, whose functionality is not yeilakbte.
ERASE FILES Erases the following areas in Electrally Erasable None
Programmable Read-Only Memory (EEPROM): The file
systemany existing system or application packagedsjl
any existing application descriptors.
FORMAT Changes the life cycle phase. None
GENERATE KEY PAIR Creates a public key pair. RSAypair — Write
INITIALIZE EEPROM Loads the following data to th&eEPROM area: file system| StartkKey — Write
structuresdata structurespplication descriptors,
placeholderspossibly file data, anfossibly data of system
packages.
INITIALIZE END Finalizes the life cycle phase, imtal to the factory None
environment.
LOAD EXECUTABLE Activates a system package or aplagation package. PackagelLoadKey — Read
PERSONALIZE Plugs in the real data in the placeardd None
PHASE CONTROL Changes the global life cycle phashe® module. None
Aladdin eToken PRO, eToken PRO HD, eToken NG-OTd,eloken NG-FLASH PagH) of 20
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Service Description CSP and Type of Access
PUT DATA Writes data None
UNINSTALL PACKAGE Removes the package with the sfjed Package_ID from |None
the module.

1.3.2 Crypto-Officer Role

The Crypto-Officer is responsible for creating, apdg, and managing user accounts. The Crypta@ffi
authenticates during session establishment usingpbe Data Encryption Standard (TDES) Message Antication
Code (MAC). Descriptions of the services availabléhe Crypto-Officer are provided in Table 4 arable 5. The
Crypto-Officer inputs command with appropriate paegers to access the services of the module anchtiuile
outputs the command response.

In CardOS 4.2B, two categories, DF and EF (Elemgrie), are implemented. EFs may be of the feifg
types: LINEAR FIXED, CYCLIC FIXED, LINEAR TLV, BINARY, and CODE. The Secure Messaging Keys refer
to two keys: Secure Messaging Encryption Key anduBe Messaging MAC Key. Both keys are 2-key TDES
symmetric keys. Please see Table 6 for details.

Table 4 - Mapping of Crypto-Officer Services to Inp

Command

ACTIVATE FILE

Description

Reactivates the current file in thikefsystem.

uts, Outputs, CSPs, and Type of Access

CSP and Access Type

Secure Messaging Keys — Rea

]

APPEND RECORD

Creates a new record in the curresafigcted file.

Secure Messaging Keys — Rea

CHANGE KEY DATA

Replaces the object data.

Secure Messaging Keys —
Read/Write

DEACTIVATE FILE

Deactivates the current file insitlee file system of
CardOS V4.2B.

Secure Messaging Keys — Read

FIXED file by the Add_Value.

DECREASE Decreases the value of the first recora ©¥ CLIC Secure Messaging Keys — Read
FIXED file by the Sub_Value. For CYCLIC FIXED
file reference system record which was written in
APPEND mode last, is the logically first record.
DIRECTORY Returns information about files. Securedghging Keys — Read
INCREASE Increases the value of the current recd@ CYCLIC | Secure Messaging Keys — Read

MANAGE CHANNEL

Opens or closes an additional logichannel to the
module.

Secure Messaging Keys — Read

MANAGE SECURITY
ENVIRONMENT (MSE)

Loads Current Security Environment (CSE).

Secursddging Keys — Read

PERFORM TRANSACTION
OPERATION

Start or stogprotection mechanism.

Secure Messaging Keys — Red

ad

PSO (PERFORM SECURITY
OPERATION)

Performs cryptographic operations

Secure Messaging Keys — Read
RSA Private Key — Read
TDES MAC Key — Read

READ BINARY

Reads data from a BINARY file.

Secuvkessaging Keys — Read

READ RECORD

Reads a record from a LINEAR FIXED, QYC
FIXED or LINEAR TLYV file.

Secure Messaging Keys — Read

RESET RETRY COUNTER

Sets the current error countdtis is a retry counter
for object entry.

Secure Messaging Keys — Read

Aladdin eToken PRO, eToken PRO HD, eToken NG-OTid,eloken NG-FLASH
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Command

RESET SECURITY STATUS

Description

Resets the security statub@turrent DF or in the
Master File (MF).

October 1, 20

CSP and Access Type

Secure Messaging Keys — Read

07

SET DATA FIELD LENGTH

Sets the length of the Dat&l8_Length parameter.

Secure Messaging Keys — Re

ad

SET TRANSACTION STATE

Logs all EEPROM contents, ahiwill be affected by
a command with the Setting AutoTR=ON.

Secure Messaging Keys — Read

UPDATE BINARY

Writes the Binary_Data of the commadiata field into
a BINARY file.

Secure Messaging Keys — Read

UPDATE RECORD

Writes the Record_Data of the commdatta field. Secure Messaging Keys — Read

1.3.3 User Role

Users are the end users that utilize the modulatseatication functionalities only. They have termission to
read and write data from/to the module. Users enitbate during session establishment using TDESCMA
Descriptions of the services available to the Useesprovided in the Table 5 below. The serviggted in Table 5
are also accessed by the Crypto-Officer role. iBesvlisted in the table below require input comdsamvith
appropriate parameters from the operator and tledutamutputs the command response.

Table 5 - Mapping of Crypto-Officer and User Role’s

Command

CHANGE KEY DATA

of Access

Description

Replaces the object data.

Services to Inputs, Outputs, CSPs, and Type

CSP and Access Type

Secumrsbhging Keys — Reg
RSA private key — Write

o

CHANGE REFERENCE DATA | Replaces the object datehefRIN TEST object. Secure Messaging Keys — Read
EXTERNAL AUTHENTICATE | Performs a challenge/resportest. Secure Messaging Keys — Rejad
GET CHALLENGE Generates the internal random number. Secure Messaging Keys — Read
GET DATA Supplies information on the current stavfishe Secure Messaging Keys — Rejad
system. MODE specifies the information to be
returned.
GIVE RANDOM Transmits an external random number. eciBe Messaging Keys — Read
INTERNAL AUTHENTICATE | Performs a MAC calculation. Secure Messaging Keys — Read
Authentication Key — Read
SELECT FILE Selects a file via its file ID. Secwiessaging Keys — Read

SIGN BY DECRYPTION KEY

Creates a RSA signatureldd tnput data.

Secure Messaging Keys — R
RSA Private Key — Read

ead

DECRYPT BY DECRYPTION
KEY

Decrypts the encrypted symmetric key

Secure Ma@sgd€eys — Read
RSA Private Key — Read

VERIFY

Performs PIN verification.

Secure Messagifeys — Read
RSA Public Key — Read

GENERATE ONE-TIME
PASSWORD

NG-OTP only. Generate a one-time password with
touch of the button.

thione

FLASH STORAGE

NG-FLASH only. Stores user-data in flash memory

.None
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1.3.4 Authentication

The module performs identity based authenticatiritfe Crypto-Officer and User using TDES MAC. Thedule
performs authentication using a “TEST” object befgroviding any services to the Crypto-Officer osetl
“TEST” is a special type of object enforcing auttieation before access. The TEST object containdafor the
operator and the corresponding TDES key value.

The authentication uses a 112-bit TDES MAC key.e Phobability for a random attempt to succeed &'1: A
random attempt has to transmit at least 112 bittd. On a 25 MHz processor used by the modplé& 4.5 x 18
bits of data can be transmitted between the moahudethe host in a 60-second period. This is edgmtdo at most
13,392,857 attempts. However, there exist possibilities. Therefore, in a 60-second perite, probability of
successfully guessing the 128-bit TDES MAC keyds392,857/2'? = 2.58x 1¢".

1.4 Physical Security

The eToken PRO, eToken PRO HD, eToken NG-OTP, ammken NG-FLASH are multi-chip standalone
cryptographic modules. The cryptographic moduéesept the eToken PRO HD, are being validated vel |28.
The eToken PRO HD is being validated to level $ie EToken PRO HD does not contain any ventilatimieshor
slits that could be subject to undetected physgicabing. The eToken PRO HD has a hard opaque eposrythe
PCB. The modules are contained entirely withirdremd opaque plastic enclosures, which preventlata from
accessing the internals of the device without legtdmper evidence on the enclosure.

1.5 Operational Environment

The operational environment requirements do notyafapthe eToken PRO, eToken PRO HD, eToken NG-OTP,
and eToken NG-FLASH. The modules’ firmware paclkagen on the CardOS 4.2B, a non-modifiable opegatin
system (OS).

1.6 Cryptographic Key Management

The eTokens implement the following FIPS-approvégbrithms. Power-up self-tests are performed ogs¢h
algorithms.

» SHA-1 — Byte oriented (Cert #627)

e TDES - 2-key (112 bits) and 3-key (168 bits) entidgcrypt in the CBC mode (Cert #555)
 RSA (PKCS #1) 1024-bit sign/verify (Cert #256)

e PRNG — ANSI X9.31 Appendix A.2.4 (Cert #325)

» TDES MAC for authentication

The module utilizes the following non-FIPS-approvatjorithm implementation. The non-FIPS-approved
algorithm is available in the FIPS mode of operatio

* RSA (PKCS #1) 1024-bit decryption (key wrappingy kestablishment methodology provides 80 bits of
encryption strength)

The module supports the following critical secupgrameters:
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Table 6 - List of Cryptographic Keys, Cryptographic Key Components, and CSPs

Zeroization

Key or CSP

Key Type

Generation / Input

Output

Storage

StartKey 2-key TDES | Externally generated, |Never exits |Stored in |By erasing the | Ensures integrity of
MAC key entered in plaintext the module | plaintext [flash system files during
package loading
PackagelLoadKe)2-key TDES |Externally generated, |Never exits |Stored in |By erasing the | Ensures integrity of
MAC key entered in plaintext the module | plaintext [flash system files during
package loading
Secure 2-key TDES |Externally generated, |Never exits |Storedin |By command |Encrypts
Messaging key entered in plaintext or |the module |plaintext |or erasing the | Application
Encryption Key encrypted form flash Protocol Data Unit
(encrypted with TDES) (APDU) data
Secure 2-key TDES |Externally generated, |Never exits |Storedin |By command |Computes MAC of
Messaging MAC| key entered in plaintext or |the module |plaintext |or erasing the | APDU data
Key encrypted form flash
(encrypted with TDES)
Authentication |2-key TDES |Externally generated, |Never exits |Storedin |By command |Involved in
Key MAC key entered in plaintext or |the module |plaintext |or erasing the |authenticating
encrypted form flash operators to the
(encrypted with TDES) module
TDES MAC 64-bit MAC | Internally generated Never exits | Stored in | By command | Authentication
based upon the module | plaintext |or erasing the
Authentication flash
key
Session Key 2-key or 3-ke¥xternally generated, |Never exits |Storedin |When use is |Decrypts TDES-
TDES key entered in encrypted forpthe module | plaintext |over encrypted data
(encrypted with RSA)
RSA Private Key 1024 RSA Internally generated or | Never exits | Stored in | By command |Generates
private key |imported in encrypted |the module |plaintext |or erasing the |signatures, decrypis
form flash Session Keys
PRNG Seed 64-bit PRNG Internally generated Never exits | Stored in | When new seefdSeeds PRNG
seed the module |plaintext [is generated
1.6.1 Key Generation and Entry

The StartKey and PackagelLoadKey, also referredst8ystem Keys, are externally generated and enterdte
module in plaintext in a factory environment. Thgstem Keys are installed before the module isigardd into
the FIPS mode of operation. Both of the keys akeY TDES keys that are used to ensure integritygu§ DES
MAC algorithm of the application package duringtaistion.

The Secure Messaging Encryption Key is a 2-key TREthat encrypts APDU content of a secure sessidre
Provider installs an externally generated Secursdsiging Encryption Key into the module during alidation.
The Secure Messaging Encryption Key can be updatddanother externally generated 2-key TDES ké&ye
new Secure Messaging Encryption Key is entered timomodule encrypted with the current Secure Mgsga
Encryption Key. At the factory environment durimgtialization, Secure Messaging Encryption Key ayktem
Keys enter the module in plaintext.

The Secure Messaging MAC Key is a 2-key TDES keyt tomputes the MAC for APDU content of a secure

session.

The Provider installs an externally gateer Secure Messaging MAC Key into the module durin

initialization. The Secure Messaging MAC Key canupdated with another externally generated 2-keg 3 key.
The new Secure Messaging MAC Key is entered inertfodule encrypted with the current Secure Mesgagin
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Encryption Key. At the factory environment durimitialization, Secure Messaging MAC Key and Systéays
enter the module in plaintext.

Authentication Key is a 2-key TDES MAC that enténe® module in plaintext during initialization. Arypto-
Officer may also generate an Authentication Keyemdlly and input it into the module in encryptednfi. This
MAC key is used to authenticate the users and Gr@fficer to the module.

The Session Key is a 2-key or 3-key TDES key. K& is imported from the host application encrypigth a
1024-bit RSA public key. The host application at&mds ciphertext that is encrypted with the SeskKiey to the
module. The module first decrypts the Session Kitly its RSA private key and then decrypts the eipéxt with
the Session Key. Finally the resultant plaintextansmitted to the host application.

The modules can generate RSA key pairs or impoA RBvate keys over a secured session. The Provide
generates a RSA key pair during the initializatprase. An ANSI X9.31 PRNG is used in the RSA keyeagation.
This PRNG is FIPS-approved. The RSA key pair isdut® authenticate users to external applicatiorise RSA
key pair is also used in the transportation of ®askeys. GENERATE KEY PAIR command generates & ne
RSA key pair using ANSI X9.31 Appendix A.2.4 PRNG.

1.6.2 Key Output

The StartKey and the PackageLoadKey do not exitntbelule and the modules do not provide any Appboat
Programming Interface (API) to access them. SeMessaging Keys are never output by the modulee RSA
Public Key exits the module over a secured sesdiut, the Private Key never leaves the module. The
Authentication Key and the Session Keys also nexiithe module.

1.6.3 Key Storage and Zeroization

System Keys are stored in flash memory in plaindext they are zeroized by a command in the fagowronment
or by wiping the modules’ memory. Secure Messadfmys reside in flash memory in plaintext and can b
zeroized by issuing a command (in factory environinmanly) or by wiping the modules’ memory. Authieation
Key is stored in the module in plaintext in AUTHjett. The object can be zeroized by issuing a cana(in
factory environment only) or erasing the module&nnory.

A Session Key is stored in memory in plaintextisltlestroyed as soon as it is no longer needediefcnyption.

Similar to the System Keys, RSA key pairs can reized by issuing a command (in factory environnamiy) to
delete the file containing the key pair or by wipihe modules’ memory.

The PRNG seed is deleted when a new seed is gederat

1.7 Self-Tests

The eToken PRO, eToken PRO HD, eToken NG-OTP, an#tan NG-FLASH perform the following self-tests at
power-up:

» Software integrity check using Longitudinal Redumcha Check (LRC). The LRC algorithm performs
successive exclusive-ors on consecutive bytes. nidaules perform the LRC algorithm using two bydes
a time, resulting in 16-bit LRC checksums.
* Known Answer Tests (KATS)
o Triple-DES KAT encrypt/decrypt
0 RSA pair wise consistency check for encrypt/decayat sign/verify
0 ANSI X9.31 Appendix A.2.4 PRNG KAT
0 SHA-1 KAT

The eToken PRO, eToken PRO HD, eToken NG-OTP, diotten NG-FLASH perform the following conditional
self-tests:
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e Continuous RNG Test for the FIPS approved PRNGthedHW-RNG
» RSA pair wise consistency check

1.8 Mitigation of Other Attacks

This section is not applicable. No claim is maukt the modules mitigate against any attacks betlom&IPS 140-
2 level 2 or level 3 requirements for the validato
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2 Secure Operation

The sections below describe how to place and Keepbdule in a FIPS-approved mode of operation.

2.1 Provider Role Guidance

Module initialization in FIPS mode is performed byProvider at the factory environment before dejivie a
Crypto-Officer. Available services for the Providele are provided in Table 3.

2.2 Crypto-Officer Role Guidance

The Crypto-Officer is responsible for monitoringetimodules and User accounts. Tamper-evidencediesltears,
scratches, and other irregularities in the packgagimd the modules. Aladdin provides the cryptogiamodule to
a Crypto-Officer along with the eToken Run Time Eamment (RTE) software and manual. The eToken RTE
eToken format utility software for eToken to worktlwhost computer. The eToken RTE provides a Gcapluser
Interface (GUI) which shows eToken properties. Thgpto-Officer may use other utilities and accessvices
provided in the FIPS mode of operation. Pleaserref Table 4 and Table 5 for the full commandasatilable to
the Crypto-Officer.

2.2.1 Initialization and Management

Upon receiving the modules, the Crypto-Officer ddocheck packages for any sign of tampering. Tihoelutes
should already be configured for FIPS mode. ThgtorOfficer may determine the FIPS mode of Operatf the
module from the eToken Property window. The modubasic properties include a dedicated field tidate FIPS
mode of operation, marked in red in the Figure [B\le

= eToken Properties

£
eloken
¥ advanced (8Y Initidization @3] Refresh T Help
liv'f: : [ Change passwond, . ] [ Reramms erakern, . J | Unbiock etoken.,,
Loca Maching
_ | | name eToken
| Twpe aToken PRO 32K
’ Product 1D o514
b Firrvare version 4.2.5.4 [Dx8514]
| eToken [aKS ... CARDYOS version Cardd5/M4.01 () Siemens &G 1994-2001
Use Present
Administrator Present
eTaowen I0 D4 1edshisg
Smartcard 10 211 h4 0209 1d
Total memory capacity 32768 bykes
Larges: free block 22235 bytes
Calor Bluz
[FIPs mode off ]
1029-bit R58 keys count 5
User login Falures imit 5 kimes
Administrator [ogin Faiures imit LS timz2s
Reader name aks ifdh o

Figure 5 - eToken Properties Window

The “FIPS” field value can be either “On” or “Off."When the Crypto-Officer receives the module, tREPS
Mode” field value must indicate “On.”
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The Crypto-Officer should periodically inspect ttmodules for signs of tamper evidence and physiaatae. If
the User loses control of the eToken for any peoibtime, the casing should be inspected for tampger

2.3 User Role Guidance

The User services provided by the modules are ibestin Table 5. The Users are responsible fopikeethe
authentication data secure.
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3 Acronyms

Acronym

ANSI

Table 7- Acronyms

Definition

American National Standards Institute

APDU

Application Protocol Data Unit

API

Application Programming Interface

CA

Certificate Authority

CMVP

Cryptographic Module Validation Program

CSsP

Critical Security Parameter

CSE

Current Security Environment

DES

Data Encryption Standard

DF

Dedicated File

EEPROM

Electrically Erasable Programmable Read-@tdynory

EF

Elementary File

EMC

Electromagnetic Compatibility

EMI

Electromagnetic Interference

FIPS

Federal Information Processing Standards

GUI

Graphical User Interface

HW-RNG

Hardware-Random Number Generator

Identifier

KAT

Known Answer Test

LCD

Liquid Crystal Display

LED

Light Emitting Diode

LRC

Longitudinal Redundancy Check

MAC

Message Authentication Code

NIST

National Institute of Standards and Technology

(0N

Operating System

OTP

One Time Password

PC

Personal Computer

PCB

Printed Circuit Board

PKI

Public Key Infrastructure

PRNG

Pseudo Random Number Generator

PSO

Perform Security Operation

RNG

Random Number Generator

RSA

Rivest, Shamir, and Adleman

RTE

Run Time Environment

SHA

Secure Hash Algorithm
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Acronym Definition

TDES Triple DES
USB Universal Serial Bus
VPN Virtual Private Network
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